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1 - Introduction

1.1 - Challenges of Data Leakage through Computer's Screen

In everyday operations, users have access to and work on sensitive files. However, it is difficult for
companies to prevent users taking photo/video against computer's screen by using mobile phone when
accessing sensitive information (e.g. personal information, CCTV footage and other sensitive data). Due to
COVID-19, more and more people work from home. Companies have to allow users to download data to
notebook and access the data at home or allow them to connect to company's network through VPN. It
increases the difficulty of preventing data leak through screen.

Online meeting is another security challenge. When people need to show something to meeting
participants (e.g. contracts, designs and even training materials) during online meeting, how to protect the
information shown to participants? Although we cannot prevent people to take photo/video against
computer's screen, at least we should be able to trace the source of data leakage.

1.2 - What is the purpose of Curtain MonGuard?

Curtain MonGuard is a Data Loss Prevention (DLP) solution, which allow administrators to display
watermark on screen in user's computers. Since this screen watermark can show user information (e.g.
computer name, username and IP address), it effectively gets user's attention before they capture screen
and share the information with other people.

1.3 - Components of Curtain MonGuard

There are 2 basic components of Curtain MonGuard:
e  Curtain MonGuard Client
e  Curtain MonGuard Admin (for the machine having Curtain MonGuard Admin, we call it Curtain
Policy Server)

Curtain MonGuard Client:
When administrators want to display watermark on screen in user's computers, Curtain MonGuard Client
must be installed in those computers.

Curtain MonGuard Admin:
Curtain MonGuard Admin is mainly for administrators to define Curtain control policies centrally. In
general, only one Curtain MonGuard Admin is needed in a company.

P.S.

- Curtain MonGuard Admin can be installed on physical machine or virtual machine (VM).

- For standalone computer, Curtain MonGuard Admin and Client can be installed on the same machine. It is
recommended to enable password protection for Curtain MonGuard Admin for preventing users to
change control policy.



Curtain MonGuard Installation Guide

2 - Preparation before Installation

2.1 - High-level Installation Plan

Preparation:

e Which computers do you want to display watermark on screen?

e  What kind of screen watermark do you want to apply (e.g. Full Screen Watermark or Application
Screen Watermark)?

e  Duration of displaying screen watermark (e.g. always or specific time slot)?

e  Which server will act as Curtain Policy server (i.e. Curtain MonGuard Admin will be installed on
that server)?

e Do you want to integrate Curtain MonGuard with Active Directory (so that control policy can be
granted to AD user/user group)?

High-level installation plan:

1. Install Curtain MonGuard Admin

2. Install Curtain MonGuard Client on user's workstations

3. Activate Curtain MonGuard

4. Define format of screen watermark

5. Create and configure control policy groups in Curtain MonGuard Admin

6. Connect with Active Directory for collecting user information, if you prefer to grant control policy by
user/user-group

7. Assign workstations/users to different policy groups

8. Done

Related FAQs:

FAQO0318 - What are the basic components of Curtain MonGuard?
FAQO00308 - How to activate Curtain MonGuard?

FAQOO0305 - How to define format of screen watermark?

FAQOO0303 - How to grant control policy by user/user group?
FAQO00302 - How to configure Control Policy Group?

2.2 - System Requirements of Curtain MonGuard Admin and Client

System Requirements of Curtain MonGuard Admin and Client:
e Intel Pentium or above processor
e Windows XP 32-bit/Server 2003 32-bit/2008 32-bit/2008 64-bit
SP2/2012/2012R2/2016/2019/Vista 32-bit/Win 7 32-bit/Win7 64-bit SP1(with KB3033929)/Win
8/Win 8.1/Win 10 operating system
128MB RAM (Recommended 256MB RAM)
200MB Hard Disk (in NTFS) for installation
TCP/IP network
TCP Port 8443 (Default Enable)
TCP Port 24821 and 24822 are opened for communication (Note: if firewall exists in the network,
please make sure these two communication ports are not disabled)
e  For 64-bit OS, MSXML 4 or 6 is required (It can be download from Microsoft website)
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3 - Installation

3.1 - Install Curtain MonGuard Admin

After you decide which server acts as Curtain Policy server, you should install Curtain MonGuard Admin on
that server. Here are the steps.

Steps to install Curtain MonGuard Admin:

1. Copy appropriate Curtain server setup package (e.g. CurtainMonGuardAdmin_Win32(327400).zip or
CurtainMonGuardAdmin_X64(327400).zip) to local hard-disk of the server.

2. Unzip the setup package.

3. Run Curtain server setup program. Make sure that you login Windows with administrator right.
Then, you will be asked to select Language for the installation.

Curtain Administrator - InstallShield Wizard X

Select the language for the installation from the choices below.

English (United States) ~

4. Select a language and click OK.

5. Read License Agreement. If you accept the agreement, select "l accept the terms of the license
agreement” and click Next to continue.

Curtain Administrator - InstallShield Wizard X

License Agreement

Please read the following license agreement carefully

END-USER LICENSE AGREEMENT FOR CURTAIN SOFTWARE

IMPORTANT--READ CAREFULLY: This End-User License Agreement ["EULA"] is a legal
agreement between you (either an individual or a single entity] and Cowarkshop Solutions
Limited for the CURTAIN software that accompanies this EULA, which includes associated
media ["Software”]. &n amendment or addendum to this EULA may accompany the Software.
YOU AGREE TO BE BOUND BY THE TERMS OF THIS EULA BY INSTALLING, COPYING,
0OR USING THE SOFTWARE. |F YOU DO NOT AGREE, DO NOT INSTALL, COFY, OR
USE THE SOFTWARE: YOU MAY RETURM IT TO YOUR PLACE OF PURCHASE FOR A
FULL REFUND, IF APPLICABLE.

1. GRANT OF LICENSE. Coworkshop Solutions Limited grants you the following
rights provided that vou comply with all terms and conditions of this ELILA:
11 Installation and use. You may:

[a) install and use a copy of the Software on one personal computer or other
device; and

[b] install an additional copy of the Software on a second, portable device for the
exclusive use of the primary user of the first copy of the Software.
1.2 Alternative Rights for Storage/Network Use. As an alternative to Section 1.1(a),
you may install & copy of the Software on a network, storage device, such as a server
computer, and allow one access device, such as a personal computer, to access and use

O | accept the tej he license agreement

® | do not accept the terms of the license agreement

InstallStield




Curtain MonGuard Installation Guide

Then, you will be asked to select Curtain components to install.

Curtain Administrator - InstallShield Wizard

Select Features

Select the features setup will install.

Curtain Admin

equired on C:

ce Availlable on C:

Inestal | Stield | < Back H Mext > ]

Cancel ]

6. By default, "Curtain Admin" is selected. Click Next to continue.
7. Select Destination Folder for the installation, and click Next to continue.
8. Click Install to start the installation.

9. Please reboot the server after the installation.

3.2 - Install Curtain MonGuard Client

If you want to display watermark on screen in a user's workstation, you should install Curtain MonGuard

Client on that. Here are the steps.

Steps to install Curtain MonGuard Client:
1. Copy appropriate Curtain MonGuard client setup package (e.g.

CurtainMonGuardClient_Win32(327400).zip or CurtainMonGuardClient_X64(327400).zip) to local hard-disk

of user's workstation.

2. Unzip the setup package.

3. Run Curtain MonGuard client setup program. Make sure that you login Windows with administrator

right.
Then, you will be asked to select Language for the installation.
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Curtain Client - InstallShield Wizard ot

Select the language for the installation from the choices below.

English [United States) W

Chinese [Simplified)
Chinesze [Traditional
English [Unite

4, Select a language and click OK.

5. Read License Agreement. If you accept the agreement, select "l accept the terms of the license
agreement" and click Next to continue.

Curtain Client - InstallShield Wizard X

License Agreement

Flease read the following license agreement carefully

END-USER LICENSE AGREEMENT FOR CURTAIN SOFTWARE

IMPORTANT--READ CAREFULLY: This End-User License Agreement ["EULA"] is a legal
agreement between you (either an individual or a single entity] and Cowarkshop Solutions
Limited for the CURTAIN software that accompanies this EULA, which includes associated
media ["Software”]. &n amendment or addendum to this EULA may accompany the Software.
YOU AGREE TO BE BOUND BY THE TERMS OF THIS EULA BY INSTALLING, COPYING,
0OR USING THE SOFTWARE. |F YOU DO NOT AGREE, DO NOT INSTALL, COFY, OR
USE THE SOFTWARE: YOU MAY RETURM IT TO YOUR PLACE OF PURCHASE FOR A
FULL REFUND, IF APPLICABLE.

1. GRAMT OF LICENSE. Coworkshop Solutions Limited grants you the following
rights provided that vou comply with all terms and conditions of this ELILA:
11 Installation and use. You may:

[a) install and use a copy of the Software on one personal computer or other
device; and

[b] install an additional copy of the Software on a second, portable device for the
exclusive use of the primary user of the first copy of the Software.
1.2 Alternative Rights for Storage/Network Use. As an alternative to Section 1.1(a),
you may install & copy of the Software on a network, storage device, such as a server
computer, and allow one access device, such as a personal computer, to access and use

O | accept the terms of the license agreement

® | do not accept the terms of the license agreement

InstallShield | <Back }[ Next > } [ ——
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Then, the setup program will check your system environment for the installation, click Next to continue.

InstallShield Wizard X

ether it fulfills allation requirements or not

Results of environment check for the installation:

Communication Port:

component:

Installed Versior: No Curtain Client installed

Invstal| Stield
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6. Enter hostname or IP Address of Curtain MonGuard Admin (Please make sure that it is entered correctly),
and click Next to continue.

Curtain Client - InstallShield Wizard

Server Location

iter the machine name [or IP Ad ] of the Central Administratar.

InstallShield | <Back }[ Next > } [ ——

7. Select Destination Folder for the installation, and click Next to continue.
8. Click Install to start the installation.
9. Reboot the workstation after installing Curtain MonGuard Client.

P.S. There is no user interface for Curtain MonGuard Client. You can find it in Windows control panel.
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4 - Product Activation

4.1 - Activate Curtain MonGuard

Curtain MonGuard is a shareware. Users can download and use the software for free on a trial basis. If users
want to display [username] and [IP address] in screen watermark, they need to activate the software to paid
version.

Steps to activate Curtain MonGuard:
1. In Curtain MonGuard Admin, select "Help > About Curtain MonGuard Administrator". Then, the
following dialog will appear.

About Curtain MonGuard Administrator ot

Curtain MonGuard 5.0

E a Product Name:
=
Curtain MonGuard Central Administrator

Build:5.0.3274.00

This is an evaluation copy.
Activate MonGuard

Copyright (C) 2004-2020 Coworkshop Solutions Limited

All rights reserved.

oK

2. Click "Activate MonGuard", you will be asked to do the activation.

Curtain MonGuard Administrator

Your copy of Curtain MonGuard is not activated yet!
Do you want to activate it now?

Yes Mo

3. Click Yes to start Product Activation (or click No to skip the Activation).
e Ifitis the first time you activate the software, you will be asked to enter a 25-character Product
Key.
e Ifitis the Annual Product Reactivation, please go to Step 5 to continue.
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Enter Product Key >

Product Key
Please enter the Product Key of your copy of Curtain MonGuard.

Registration Information

User Name:

Organization:

oK Cancel

4. Enter Product Key (which is case sensitive) and company information, and click OK to continue. Then, the
following dialog will appear.

Curtain e—locker Product Actiwvation @

Product Sckivation

Step 1: Click "enerate Request,.." to create the "Activation Request File",
Send the file to Coworkshop Solutions Limited

Step 2 When vou receive the Confirmation File,
click. "Import Confirm File,.." to complete the activation process,

Step 1 | zenerate Reguest File, ., |

Step 2 [ Impart Canfirm File. .. ] [ (o4 ] [ Cancel

5. Click "Generate Request file..." button to generate Activation Request File, and send this file to
Coworkshop (registration@coworkshop.com). After receiving your activation request, Coworkshop will
send Confirmation Code file back to you.

6. After receiving Confirmation Code file from Coworkshop, click "Import Confirm File..." button and select
the file. After you click OK, the following message box will appear.

Curtain e—locker Administrator @

\1,) Your copy of Curtain e-locker 1= actiwvataed!

Congratulations! Curtain MonGuard has been activated successfully.
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5 - Configurations

5.1 - Define format of Screen Watermark

Administrators can define the way how screen watermark display in user's workstations, such as content of

watermark, font size, transparency, and etc. Please follow below steps to define the format.

Steps to define format of screen watermark:
1. In Curtain MonGuard Admin, select "File > Settings".

['_. Curtain MonGuard Administrator
File View Clients Policies Language |

Mew Policy
Save Policies
Backup Policies

Client Patch

Manage
Calculate User Palicy

Exit Curtain MonGuard Administrator

2.In Screen Watermark tab, select "Enable Text Watermark"

10
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Settings Password Management LDAF

Assignment of Security Policy Advanced Settings Screen Watermark

| Enable Text Watermark |

Watermark Parameter

Color Bl - Font Size
Font Arial W Font Style Hollows v
Display Mode Tile v Slope Angle °

Refresh Interval 5

Horizontal Space

Vertical Space I

Transparency
Text Content Text Parameter
Sensitive content by [UserName] on [Hosth [DateTime]
[HostName]
[1F]
[UserMame]
< >

Color: Color of screen watermark

Font Size: Font size of screen watermark

Font: Font of screen watermark

Font Style: Text Style of screen watermark (Hollow or Solid)

Display Mode: Display mode of screen watermark (Tile or Center). When Tile is selected, the

whole screen will be filled with screen watermark. If Center is selected, only one screen

watermark will be shown in the center of screen.

Slope Angle: Slope angle of displaying screen watermark

Refresh Interval: Time interval for refreshing content of screen watermark

Horizontal Space: In Tile display mode, horizontal space of each screen watermark

Vertical Space: In Tile display mode, vertical space of each screen watermark

Transparency: Transparency for screen watermark

Text Content: Define content of screen watermark here

Text Parameter : Display [DateTime], [Hostname], [IP] and [UserName] in screen watermark
o [DateTime]: Date and time

[Hostname]: Computer name

[IP]: IP address (this parameter is ONLY available in paid version)

O O O

[UserName]: Windows login username (this parameter is ONLY available in paid version)

11



3. Click OK button when finish the setup.

4. Done.

Here is an example.

Watermark Parameter

w [

Display Mode Tile

Refresh Interval

Horizontal Space

Vertical Space

Transparency

Text Content

Font Size

Font Style

w

Slope Angle

Text Parameter

Username : [UserName]
Pc name : [HostName]
P : [IF]

Time : [DateTime]

[DateTime]
[HostMame]
[1F]
[UserName]

m

Recycle Bin

e

2]
Microsoft
Edge

MonGuard ..

E-locker

Curtain MonGuard Installation Guide
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5.2 - Create Control Policy Group

Administrators can create many Control Policy Groups in Curtain MonGuard for different
workstations/users. Here is an example of Control Policy Groups for reference.

- Default Policy: for general users, always display Full Screen Watermark

- Managers: for senior management, only display Application Screen Watermark for MS Word, Excel,
PowerPoint and Adobe Reader in office hours

Steps to create Control Policy Group:

1.In Curtain MonGuard Admin, select "File > New Policy" in the menu. Then you will be asked to enter new
Policy Name.

I'_. Curtain MonGuard Administrator

File View Clients Policies Language

Mew Policy

Save Policies
Backup Policies

Client Patch

Settings
Manage

Calculate User Palicy

Exit Curtain MonGuard Administrator

2. Enter new Policy Name and click OK to confirm.

Mew Policy ==

Enter new palicy name e
p 3 J Tk
LIk

Cancel

5.3 - Configure Control Policy Group

Steps to configure Control Policy Group:
1. In Curtain MonGuard Admin, select a Policy Group and right-click to select "Properties".

% Policies (2)
\-4 Default Policy (0
W Wait for assignn Update Clients
Set as default policy

Rename
Delete

Clone and Create a New Policy
Add User or Group

13
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Default Policy

Screen Watermark  Advanced Settings

[ |Enable Screen Watermark

Full Screen Watermark

Application Screen Watermark Applications

Always Enable

Enable When

Name Type Description Add
Madify

Remaove

Here is a summary of settings in a Policy Group.

Screen Watermark tab
e  Enable Screen Watermark
o  Full Screen Watermark
o0  Application Screen Watermark
e  Conditions
o  Always Enable
o Enable When

Advanced Settings tab
e Specify some advanced client settings (e.g. duration of keeping debug log)

We focus on Screen Watermark tab here. For other settings, please refer to other FAQs.

14
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2.In Screen Watermark tab, select "Enable Screen Watermark™:

- if you want to display Full Screen Watermark, select "Full Screen Watermark” and go to Step 5 to
continue.

- if you want to display Application Screen Watermark, select "Application Screen Watermark”.

Default Policy

Screen Watermark  Advanced Settings

[ ]Enable Screen Watermark:

Full Screen Watermark

Application Screen Watermark Applications

3. Click "Applications” button for enabling screen watermark for specific application(s).

4. Select application(s) which you want to display screen watermark.

Screen Watermark

Applications
Applications
Application App gro Sel Scree
[()30s Max Autodesk -
L1|3DvIA Compaser 3OVIA -
L1|3DvIA Compaoser Player 30VIA -
L1f30WIA Sync aDVIA -
Lf7-Zip Archive -
Claccaxa, CAXA -
LjacDSes ACD Sys... -
[MAcCDSes GFMF ACD Sys... -
ClaCDSee Pro ACD Sys... -
[(lacDsesQV ACD Sys... -
AcCDSesQy GFMF ACD Sys... -
[(JlaCDSe=QV Pro ACD Sys... -
[facmesys Others -
[ladobe Acrobat Adobe -
[ladobe After Effects Adobe -
[ladobe Animate Adobe -
[ladobe sudition Adobe -
dobe Bridge Adobe -

15
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5. Under Conditions:
- if you want to display screen watermark all the time, select "Always Enable" and click OK to save the

settings.
- if you want to display screen watermark in specific time slot, select "Enable When" and click "Add" button

for adding time slot (multiple time slots are supported).

Default Policy

Screen Watermark  Advanced Settings

Enable Screen Watermark
() Full Screen Watermark

(@ Application Screen Watermark Applications
Conditions
(O) Always Enable
Name Type Description Add
Modify
Remove

6. Enter time slot information and click OK.

Modify Time Condition X
Type: Time
Name: |W0rking Hours |
Day: [Jsun []Mon [ Tue [v]wed [«] Thu [~]Fri []sat

Interval: ‘; I ‘: T

Description: Mon - Fri (9:00a.m - 6:00p.m)

16
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5.4 - Set Default Policy

If a Control Policy Group is set as default policy, all newly installed Curtain MonGuard Clients will fall into
that Policy Group. A green tick indicates which Policy Group is default policy. If it is the first time to launch
Curtain MonGuard Admin (after the installation), "Default Policy" is set as default policy.

t'_. Curtain MonGuard Administrator

File View Clients Policies Language F

3 Administrator Manager
A Client
¥ Online (1)
= Offline (0)
& Not Protected (1)
<& Policies (2)
W |Default Policy (1)
“* Wait for assignment (0)

There are two built-in Control Policy Groups.
- Default Policy
- Wait for Assignment

When Curtain MonGuard Clients have been installed in user's workstations, they will connect to Curtain
MonGuard Admin and apply default policy.

Steps to set a Control Policy Group to default policy:
1. In Curtain MonGuard Admin, select a Control Policy Group and right-click. Then a menu will be shown.

2. Select "Set as default policy"

<& Policies (2)
W Default Policy (0)
A% \Wait for assignment (g

Update Clients
Set as default policy

Rename
Delete

Clone and Create a New Policy
Add User or Group

Properties

3. Done

17
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5.5 - Grant control policy by user/user group

Control policy of Curtain MonGurard can be applied to computer or user/user group. If you prefer to grant
control policy by AD user/user group, you need to connect with AD for importing user information to
Curtain MonGuard Admin. When the first time Curtain MonGuard Admin gets a user information, the
system will use default control policy for controlling that user/user group. Administrator needs to assign
the user/user group to appropriate control policy group manually.

To grant control policy by user/user group, please follow steps stated below to enable "Assignment of
User" in Curtain MonGuard Admin.

Steps for enabling "Assignment of User" in Curtain MonGuard Admin:
1. Launch Curtain MonGuard Admin, open File -> Settings -> Assignment of Security Policy.

2. Choose "Assignment of User", and click "OK" button.

Settings >

Settings Password Management LDAFP
| Assignment of Security Policy | Advanced Settings Screen Watermark

Assignment of Security Policy

() Assigned by Computer

(@) Assigned by User

Then "User And Group" will be shown in Curtain MonGuard Admin.

t’_. Curtain MonGuard Administrator

File View Clients Policies Language Help

JrELHAGH | ?

=-d Administrator Manager User Name Group Policies Domain SID User ...
BB Client 2 |EUser Wait for assignment §-1-5-21-4627.. Local
¥ Online (1) 2 Administrator Default Policy §-1-5-21-4627... Local

= Offline (0)
% Not Protected (1)
& User and Group
...... 3 User (2)
s Group (0)
£ Policies (2)
-4 Default Policy (1)
.4\ Wait for assignment (1)

3. Done.

18
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Steps for importing users and user groups from AD domain:
1. Launch Curtain MonGuard Admin, open File -> Settings -> LDAP.

2. Check "Enable LDAP" button.
3. Enter LDAP server address, DNS or IP address on "LDAP Server Address".
4. "LDAP Server Port", default port is 389.

5. Recommend to enable "Use Secure LDAP Connection”, it means to use secure LDAP connection to AD
(default is disable).

6. Enter user name on "LDAP Username" to connect LDAP server.
7. Enter password on "LDAP Password".

8. "LDAP Search Base", enter the root of user or group, should enter CN, OU and DC.
o  forsearch the whole domain, enter "dc=domain name,dc=domain suffix" (e.g.
"dc=test,dc=com")
e forsearch the whole group, enter "ou=organizational unit name,dc=domain name,dc=domain
suffix" (e.g. "ou=it,dc=test,dc=com")
e forsearch single user, enter "cn=username,ou=organizational unit name,dc=domain
name,dc=domain suffix" (e.g. "cn=tester,ou=it,dc=test,dc=com")

9. "LDAP Information Caching", for setup caching information of AD (default is 15 minutes).

10. While setting is finished, click "Test connection" button to see whether connect to AD successfully or
not.

19
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Settings >
Assignment of Security Policy Advanced Settings Screen Watermark
Settings Password Management LDAP
LDAFP

Enable LDAP

LDAP Server Address dcl.coworkshop.com

LDAP Server Port 389

SSL []

Use Secure LDAF Connection

LDAF Username administrator

LDAP Password I TYTITTIYY

LDAF Search Base DC=coworkshop,DC=com

LDAP Information Caching 15 Minutes
Test connection

Curtain MonGuard Administrator ot

| Connect successfully.

oK

20
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11. If AD user/user group is imported to Curtain MonGuard Admin successfully, they will be shown under
"User And Group” in Curtain MonGuard Admin as below.

i'_. Curtain MonGuard Administrator

File View Clients Policies Language Help

I HASGH L ?
Bj Administrator Manager User Na.. Group Polici.. Domain SID User Type
=+ Client 2 T0025(.. G1to99 COWORKS.. §-1-5-21-2134.. Domain
aig
= Online (1) 170026 G1to99 COWORKS... S-1-5-21-2134.. Domain
% Offline (0) . :
$ ot Protected (1 3170027  G1to99 COWORKS... S-1-5-21-2134.. Domain
9 Not Protected (1) 170028 G1t099 COWORKS.. S-1-5-21-2134.. Domain
=“# User and Group .
: 4T0029  group051;,group050;... COWORKS...  5-1-5-21-2134.. Domain
3 T0030(.. G1to99 COWORKS... S-1-5-21-2134.. Domain
3170031  G1to99 COWORKS... S-1-5-21-2134.. Domain
3170032  G1to99 COWORKS... S-1-5-21-2134.. Domain
170033  G1to99 COWORKS... S-1-5-21-2134.. Domain

12. Done.

Steps to assign users/user groups to different Control Policy Groups:
1. In Curtain MonGuard Admin, select User/Group in left panel. Then, Users/Groups will be listed out in the
right panel.

E'_. Curtain MonGuard Administrator

File View Clients Policies Langu:

TEXEY IR

i

Elj Administrator Manager

=% Client
----- ¥ Online (1)
----- = Offline (0)
----- 5 Not Protected (1)
=-%& User and Group
..... 3
----- & Group (136)
=% Policies (2)
----- “ Default Policy (1)
----- “*» Wait for assignment (1)

2. Select users/groups (press Ctrl button for multiple selection).

3. Right click and select "Change Policy" to assign users/groups to appropriate Control Policy Group.

21
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E'_. Curtain MonGuard Administrator

File View Clients Policies Language Help

INCRASE 2
£ Administrator Manager User Na.. Group Polici.. Domain SID
=% Client _ iT0018  G1to99 COWORKS... 5-1-5-2°
¥ Online (1) . 9  G1to99 COWORKS...
Offline (0)

G1t099

- 8 Not Protected (1) 2T0021 11099 Change Policy
E|‘“gE User and Group Remave

2 User (5014) 170022 GTto99

Online client record
-8 Group (136) 1T0023 G1to99

: , - Set Email

£ Policies (2) fliegs Refresh
..... ¥ Default Policy (1) 4 TOD25(.. G1to99 cowonmon o102’
“4\ Wait for assignment (1) 170026  G1to99 COWORKS...  S-1-5-2°

G1t099 COWORKS...

4. Repeat Step 2-3 for assigning other users/groups to appropriate policy groups.

5. Done.

5.6 - Assign workstations/users to Control Policy Group

Steps to assign workstations to different Control Policy Groups:

1. In Curtain MonGuard Admin, select Online/Offline in left panel. Then, workstations will be listed out in
the right panel.

E'_. Curtain MonGuard Administrator

File View Clients Policies Lang

TEIEY

Elj Administrator Manager
=% Client

W3 Oniine (1)

----- = Offline (0)

- & Not Protected (1)
<& Policies (2)

----- 4 Default Policy (0)

----- “» Wait for assignment (1)

2. Select workstations (press Ctrl button for multiple selection)

3. Drag and Drop selected workstations to appropriate Control Policy Group
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E'_. Curtain MonGuard Administrator
File View Clients Policies Language Help

L AASTH X|?
=& Administrator Manager Client Name Type Policies D
=8 Client ¥ MSEDGEWIN10 MonGuard  Default Policy
¥ Online (1) % win7-64bit MonGuard  Default Policy
& Offline (0) e 4win7-64bit MonGuard  Default Policy

-8 NotProtected (1) ¥ MSEDGEWin10-01 MonGuard  Default Policy

=% Policies (2) -
N IEAMSEDGEWIN10 MonGuard Default Polic
¥ Default Policy (5) E4MS onGuard efault Policy

------ % Wait for assignment (0%

4. Repeat Step 2-3 for assigning other workstations to appropriate policy groups.
5. Done

Steps to assign users to different Control Policy Groups:
1. In Curtain MonGuard Admin, select User/Group in left panel. Then, Users/Groups will be listed out in the
right panel.

['_. Curtain MonGuard Administrator

File View Clients Policies Langu:

JDEARA

E|j Administrator Manager
=% Client

----- ¥ Online (1)

..... = Offline (D)

----- 2 Not Protected (1)

=-%& User and Group

..... 2

----- £ Group (136)

=% Policies (2)

----- ‘¥ Default Policy (1)

----- “*» Wait for assignment (1)

2. Select users/groups (press Ctrl button for multiple selection).

3. Right click selected users/groups, choose "Change Policy” and assign users to appropriate Control Policy
Group.
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IxEFaATHL?
=-1d Administrator Manager User Name Group Policies Domain SID
=% Client ——
¥ Online (1) Wait for assignment e e
- Administrator Default Policy R
emoaove

= Offline (0)

-8 Not Protected (1)

44 User and Group

- & User (4)

-8, Group (0)

=-G Policies (2)

¥ Default Policy (1)

4% Wait for assignment (1)

4. Repeat Step 2-3 for assigning other users/groups to appropriate policy groups.

5. Done.

i |EUser2
i Administrator2

Wait for assignment
Default Policy

Online client record
Set Email
Refresh
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